
M
ission-critical
data networks
are a little

different than most
government-based
networks, not only
because of the type of
data stored, but the
integration into big-
ger government data-
bases. Historically,
that integration was
only a problem at a
central command
center. With the abili-
ty to deliver broad-
band to vehicles and
devices over virtual
private network
(VPN) tunnels,
through cell phones, and via other
channels, the number of gates that have
to be watched increases exponentially.
In addition, many governments, both
friendly and unfriendly, have coordi-
nated efforts to breach data in the Unit-
ed States at many levels. Criminal
organizations have now moved into
Internet fraud and data acquisition that
they sell to other criminal groups. The
effort to get information is directly
related to the value of the information.

Law-enforcement databases are a
tempting target. Even the smallest law-
enforcement agencies with the smallest
technical staffs have access to some of
the biggest criminal databases in the
world. The most common operating
systems and network hardware current-
ly used are also the source of the most
easily compromised points of entry.
Smaller agencies typically don’t have
the manpower or the expertise to keep
up with weaknesses or to implement
proper procedures to ensure that vul-
nerability on a local level doesn’t give

someone access to state or federal
information.

The tools that make law enforce-
ment more effective are the same tools
that make security that much tougher.
Multiuse, citywide Wi-Fi networks
used by police, fire, city inspectors,
and others such as public Internet
users greatly improve efficiency.
These systems can also add a force
multiplier with the addition of 
cameras, gunshot monitors, real-time
vehicle video, and other monitoring
technologies.

Many law-enforcement agencies
have networks separate from other city
networks. They generally have dedi-
cated terminals in vehicles, which use
licensed spectrum usually with low
speeds such as 9.6, 19.2, and 33.4
kilobits per second (kbps). However,
that is nowhere near the bandwidth
needed for real-time video, facial-
recognition systems, graphics-based
database information, relational data-
base processing, and other applica-

tions. Although the
technology exists to
deploy higher speed
bandwidth to vehicles,
more thought needs to
be applied to the securi-
ty of this capability.

Tell a law-
enforcement network
administrator to inte-
grate an internal net-
work with a public 
Wi-Fi mesh network,
and watch him cringe. If
an administrator has any
security experience, he
knows that giving some-
one a high-bandwidth
pipe or multiple high-
bandwidth pipes to the

exterior of a network only invites trou-
ble. Good administrators know that
point of entry must be extremely
secure and closely monitored.

Taking this issue to the next level,
the Department of Homeland Security
(DHS) requires integrated radio sys-
tems that allow multiple agencies to
share equipment and communicate
among government agencies in times
of emergencies. The next step is an
integrated data system, such as a city-
wide mesh network. However, munici-
pal mesh networks are designed to
operate within city limits. It’s now 
possible to create an integrated multi-
jurisdictional infrastructure that can be
separated for normal use and integrated
in times of crisis.

Security Standards
Given these types of scenarios, can

network administrators provide a rea-
sonable level of security with a
dynamic, changing environment
where the numbers of gates to the 

Wireless broadband advancements
force network administrators to

rethink data-security tools.
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network are growing daily? Most net-
work administrators already employ
the easiest lines of defense, which
include a basic firewall, anti-virus at
desktop and server levels, some type
of password policy for the users, and
anti-spam filtering and Web site pro-
tection software. However, the only
secure network is one without outside
CD-ROMs, floppy disks, or USB
keys; that doesn’t allow laptops to
connect to other networks; has no out-
side e-mail or Internet connection; and
isn’t connected to any other network
with the same limitations. This world
simply doesn’t exist.

It’s time for mission-critical net-
work administrators to start using a
common standard in network security.
Aside from the above-mentioned secu-
rity measures, additional security
processes — both human and comput-
er — need to be implemented.
Although the human security methods
are the easiest to define, they are often
the hardest to implement. Let’s start
with the most basic security protec-
tions: the user name and password.
User names must never be a first ini-
tial, a first or last name, or three ini-
tials. User names should be randomly
chosen by a user or generated by a
computer and shouldn’t be any combi-
nation of a user’s name. Administra-
tors should disable or rename the
administrative account on any server,
router, or switch. They should disable
the default local accounts on all PCs
on a network.

The password for any computer
network should be eight characters or
more and a mixture of letters and
numbers. The system should have the
ability to compare a password to com-
monly used dictionaries to ensure the
password isn’t easy to guess. The
password should be changed every 60

days at a maximum. Administrators
should periodically do a physical audit
of all user work areas to see which
users put sticky notes under their key-
boards, inside their desk drawers, or
even on the front of their monitors.
When changing passwords often,
many users forget their passwords and
thus write them down where they can
easily find them.

Although firewalls protect the
exterior of a network, few tools pro-

tect the interior. Microsoft, Cisco,
Enterasys, and other vendors are
aware of this and are implementing
new procedures and security protocols
such as 802.1x, internal VPN tunnel-
ing, network access protection (NAP),
and network access control (NAC).
Network companies are integrating
their hardware, switches, routers, and
other equipment with Windows so
they work hand in hand, not separate-
ly. The only problem with these new
features is that they are implemented
with new operating systems from
Microsoft and new hardware and
firmware from network hardware
manufacturers. Their implementation
requires either significant investments
or additional training of current net-
work administrators. 

Administrators also need to start
looking at more proactive tools such as
intrusion detection systems (IDS) and
intrusion protection systems (IPS). An
IDS will monitor all packets within a
network for threat signatures such as
viruses, worms, and spam. An IDS
should be integrated with some type of
network-management tool. Policies are
created in advance on how to deal with
threats and stored within a network-
management tool, so they can be
implemented when threats are identi-
fied. A network-management tool can
reprogram a hardware network device
on the fly and apply or modify a policy
on a device to handle a threat. 

For example, the IDS is physically
attached to the central switch of a net-
work. A laptop that just connected to a
wireless access point on a network has
been infected with a Trojan virus that
is probing computers all over the net-
work. Even worse, the virus is chang-
ing its own IP address when it runs into
conflicts. The IDS immediately sees
two things: IP address conflicts on the
network and the Trojan virus. The
problem is the Trojan is moving
around in the IP address range. The
IDS system notifies the network-
management tool that it sees these two
specific threats along with any other
data it has collected.

In this case, it has captured the
same media access control (MAC)
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address in both categories. Even
though it acted on both threats, the pol-
icy for these types of threats is the
same, “Block the MAC address from
getting on the network.” That block is
then applied at multiple levels. It noti-
fies the switch to block any MAC
address traffic from the offending com-
puter, while the network-management
tool simultaneously tells the wireless
access point the same thing. The laptop
can no longer get past the access point
and is effectively disconnected. In
addition, an administrator has been
notified that this problem has occurred.
Hopefully, the administrator can track
down the offending party and fix the
problem. This result could occur
whether the user is wirelessly or physi-
cally connected.

For multiuse outdoor wireless net-
works, most cities are using wireless
security methods such as MAC address
authentication tables, which can be
easily hacked by emulating a pass-
word; wired equivalent privacy
(WEP), also easily hacked in minutes
by good wireless hackers; Wi-Fi pro-
tected access (WPA) or WPA 2; tunnel-
ing; no broadcast service set identifier
(SSID); VPN solutions; and advanced
encryption standard (AES) encryption.
Most of these are good and can’t be
cracked. However, nobody has
addressed what happens when some-
one plugs directly into an access point
that is on a network. Administrators
don’t disable the Cat-5 connector on an
AP, and anybody with a $10 hub can
physically plug into one. This connects
a user half-way across town to the net-
work. A user can sniff all the traffic or

take whatever time is necessary to
probe and gather all the information
needed to get into a network. Because
most cities don’t employ an IDS or IPS
system, this could occur for weeks
before anyone has any idea what is
going on. Wireless networks make pro-
tecting the system far more difficult
than just locking the doors. 

For wireless networks, most compa-
nies and agencies use a virtual
connectivity middleware product from
companies such as Radio Mobile,
Radio IP Software, and Identiprise.
These products also provide additional
security features such as secure VPN
tunneling. Multijurisdictional 
environments require additional server
components, and some products such
as Identiprise have basic IDS capabili-
ties all the way to the clients. 

Security of any network can be a
daunting task. The level of security

elevates as the value of the data
increases. To meet this challenge, man-
ufacturers are implementing new pro-
tocols and products that additionally
strain information technology (IT)
staff. Mission-critical communications
network managers have even more
strain because of further security
requirements that other groups may not
be subjected to. Managers have to real-
ize that though these implementations
are not inexpensive, the cost of not
implementing them could be signifi-
cantly greater. ■
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It’s now possible to create an integrated multijurisdictional infrastructure that can be
separated for normal use and integrated in times of crisis.

The only problem with new security features is that their implementation

requires either significant investments or additional training of current

network administrators. 
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